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Abstract: Blockchain is a very promising technology that may become a decentralized 

computing platform for future Internet. However, currently it faces a lot of security 

risks impacting almost all aspects of Blockchain systems and applications. In order to 

mitigate security risks from the perspective of smart contracts of Blockchain, we 

proposed a Two-Level Active Defense Approach to Detecting Unknown 

Vulnerabilities in Smart Contracts (AdaVul for short): Our First Level Active Defense 

Approach removes those smart contracts that may contain known vulnerabilities 

through DApp recommendations, and our Second Level Active Defense Approach 

detects unknown vulnerabilities in smart contracts based on the idea that opcode 

sequences of Ethereum transactions containing unknown vulnerabilities may have 

similarities to those containing known vulnerabilities. 
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